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Dear Dr Lennane

Thank you for your e-mail of 30 October 2005 addressed to the Prime Minister, the Hon John
Howard MP, concerning the new counter-terrorism laws. I am responding to your email because I
am the Minister responsible for national security. I apologise for the delay in responding to you.

Thg new counter-terrorism laws are the result of a concerted effort by Commonwealth, State and
Territory Governments to create laws to better deter, prevent, detect and prosecute acts of
terrorism.

The Anti-Terrorism Act 2005 was passed by Federal Parliament on 3 November 2005. This Act
clarifies that when proving someone is intending to commit a terrorist act it is not necessary for
the prosecution to demonstrate an intention to commit a specific act. The more substantial Anti-
Terrorism Act (No.2) 2005 was passed by Parliament on 7 December 2005.

Y
The new laws have been agreed to by State and Territory leaders and will be reviewed in five
years. The preventative detention, control order and stop, question and search powers will sunset
after ten years. State and Territory leaders are also enacting laws to give effect to preventative
detention and stop, question and search powers in their particular jurisdictions.

T'have attached to this letter a detailed summary of the new laws and thank you for writing to the
Government expressi ur interest in this matter.

Yourg/gincerely ,

Phi}ip Ruddock

Parliament House, Canberra ACT 2600 * Telephone (02) 6277 7300 » Fax (02) 6273 4102
www.law.gov.au/ag



New Counter-Terrorism Laws

The terrorist attacks on the London transport system in July 2005 raised new security
issues for Australia and highlighted the need for further amendments to our
counter-terrorism laws. The Government comprehensively reviewed our existing
laws and moved quickly to implement new counter-terrorism laws.

Working with State and Territory Governments

The Council of Australian Governments (COAG) met on 27 September 2005 to
discuss the new counter-terrorism laws. COAG considered the evolving security
environment both nationally and internationally.

State and Territory leaders agreed to enact legislation to give effect to measures which
because of constitutional constraints, the Commonwealth could not enact, including
preventative detention for up to 14 days and stop, question and search powers in areas
such as transport hubs and places of mass gathering.

It was agreed that COAG would review the new laws in five years time and that
powers under the new laws would sunset after 10 years.

Anti-Terrorism Act 2005

The Anti-Terrorism Act 2005 introduced a number of interpretative amendments to
our terrorism offences to ensure that the policy of the existing offences is
implemented in the way it was originally intended. '

The legislation was passed on 3 November 2005 after an urgent sitting of the Senate
and received Royal Assent later that day.

The amendments clarify that when proving someone is intending to commit a terrorist
~act it is not necessary for the prosecution to identify intention to commit a specific act.

These amendments were enacted in response to a specific threat and the assessment
that a terrorist attack in Australia is feasible and could well occur. This assessment
was backed up by an ongoing flow of credible intelligence.

The Prime Minister briefed the Leader of the Opposition, the Shadow Minister for
Homeland Security and the State Premiers on the serious and ongoing concern about
potential terrorist threats.

Anti-Terrorism Act (No.2) 2005

Control orders

A new regime will allow the Australian Federal Police (AFP) to seek from a court
control orders for up to12 months on people who pose a terrorist risk to the
_community. (Division 104, sections 104.1-104.32)

Placing controls on a person because of the danger they pose to the community is not
unprecedented under Australian law. These proposed control orders will be similar to
apprehended violence orders but would allow stricter conditions to be imposed on a
person.




How will the regime work?

The AFP must have reasonable grounds that issuing an interim control order will
substantially assist in preventing a terrorist act or that a person has trained with a
listed terrorist organisation before applying for an interim control order

(section 104.2(2)). The Attorney-General must consent to the application being made
(s104.2(1)). The consent must be sought within 4 hours or the order will cease to be
in force (s104.10). If the Attorney-General consents, the AFP may apply to a court
for the issue of an interim control order (s104.3).

A court would then be empowered to approve the interim order if the request is made
legally by the AFP, the court has received and considered such further information it
requires, and the court is satisfied on the balance of probabilities that:
e the issuing of a control order would substantially assist in preventing a
terrorist act or that a person has trained with a listed terrorist organisation, and
e each of the controls in the order is reasonably necessary, and reasonably
appropriate and adapted for the purpose of protecting the public from a
terrorist act (s104.4(1)).

~ The types of controls to be placed on an individual who is subject to a control order
include a prohibition or restriction on the person:
o being at specified areas or places or leaving Australia
e communicating or associating with specified individuals
e accessing or using specified forms of telecommunication or other technology
(including the Internet)
possessing or using specified articles or substances, and
carrying out specified activities, including in respect of his or her work or
occupation (s104.5(3)).
They may also include a requirement that the person:
e remain at specified premises between specified times each day, or on specified
days
wear a tracking device
report to specified persons at specified times and places
allow himself or herself to be photographed (s104.22), and

if the person consents—a requirement that the person participate in specified
counselling or education (s104.5(6)).

As soon as practicable after an interim order is made, the order must be served on a
person and the effect of the order must be explained to the person (s104.12). The
order is required to contain the summary of grounds, outlining the basis for the order.
The summary of grounds is not required to include information likely to prejudice
national security, or other sensitive material, such as information that may jeopardise
. an ongoing intelligence investigation (s104.2(3A)). If the person is a Queensland
resident and the order is made in that State, the Public Interest monitor must be
notified of the order (s104.12(5)).

The AFP can elect to have an interim order confirmed before a Court and the person
or their lawyer (or the Public Interest Monitor in Qld) may attend to make
submissions in relation to the order (s104.14). Where this happens, the AFP is
required to produce a number of documents both to the Court and to the person

~ regarding the application to allow them to adequately consider the issues. The Court
can confirm, vary or revoke the order (s104.14(7)).



Orders can last for up to 12 months. The person or the AFP may seek to revoke or
vary the order (ss104.18, 104.19).

Safeguards

An interim control order is made initially. The person the subject of the order may
attend the Court and make representations on their behalf when the court decides to
confirm, vary or revoke the order.

The control order does not come into effect until the person, the subject of the order,
is notified (s104.12). The person can apply for the order to be varied, revoked or
declared void as soon as the person is notified that an order is confirmed. (s104.18).
In addition the person and the person’s lawyer are able to obtain a copy, of the order
which contains the summary of the grounds for the order (s104.14).

The same court that issued the control order can, on application by the person subject
to the control order, revoke it (s104.20). Normal judicial review processes would
apply to decisions to issue or revoke control orders.

The Act requires that each and every one of the obligations, prohibitions and
restrictions to be imposed on the person by the order must be reasonably necessary,
and reasonably appropriate and adapted, for the purpose of protecting the public from
a terrorist act.

The police officer requesting the Attorney-General’s consent is required to provide an
explanation as to why each of the obligations, prohibitions and restrictions should be
imposed on the person (s104.2(3)). In addition, if the officer is aware of any facts
relating to why any of those obligations, prohibitions or restrictions should not be
imposed on the person, the officer must provide a statement of those facts.

The issuing Court in making an order must be satisfied on the balance of probabilities
that each of the obligations, prohibitions and restrictions to be imposed on the person
by the order is reasonably necessary, and reasonably appropriate and adapted, for the
purpose of protecting the public from a terrorist act (s104.4(1)). When determining
whether to impose each of the obligations, prohibitions and restrictions on the person,
the Court must take into account the impact of the obligation, prohibition or
restriction on the person’s circumstances, including the person’s financial and
personal circumstances (s104.4(2)).

Control orders will not apply to people under 16 (s104.28(1)) and apply in a modified
way to people between 16 and 18 (s104.28(2)).

Each year, the Attorney-General would report to Parliament on the operation control
orders (s104.29).

The provisions will sunset after 10 years (s104.32) and will be reviewed by COAG
after 5 years (s104.32(4)).









Each year, the Attorney-General will report to Parliament on the operation of
- preventative detention orders (s105.47(1)). This report will include the number of
orders found by the AAT not to be validly made.

Use of force

The use of force provisions have been the subject of much debate and scrutiny by
both Australian Government as well as State and Territory officials. The provision as
it stands is a result of the agreement reached between the jurisdictions on this issue.

In taking a person into custody under a preventative detention order and ensuring that
the person remains in custody, a police officer has the same powers and the same
obligations as the police officer would have if the police officer were arresting the
person for an offence or ensuring that the person remains in custody after being
arrested for an offence in their own jurisdiction (s105.22). The Crimes Act provisions
would therefore apply to the AFP. Police officers of the States or Territories would
rely either on the powers under their equivalent legislation or the powers under the
common law. Section 3ZC of the Crimes Act sets out the rules that apply to the AFP
for use of force in making an arrest. Section 3ZC has been in the Crimes Act since
1994 when it was enacted by the then Labor Government.

Stop, question and search powers

The AFP’s stop, question and search powers have been extended in certain
circumstances.

The law previously authorised law enforcement officers to stop and search persons
airside where it was deemed necessary to safeguard against interference with aviation
security. In addition, police had significant suspicion-based powers to stop and search
individuals and their belongings without warrant where certain legislated criteria are
met. However, these powers did not extend beyond airports and diplomatic premises,
effectively impeding the ability of law enforcement officers to safeguard against

. terrorism elsewhere.

To increase the AFP’s ability to prevent and respond effectively to a terrorist attack,
the new law extends AFP police and protective service powers to stop, question and
search persons within Commonwealth jurisdictional limitations (such as at places like
Government buildings in Canberra).

When will these new powers be exercisable?

These powers will be exercisable where:

e an AFP officer suspects on reasonable grounds that a person might have just
committed, might be committing, or might be about to commit a terrorism
offence, or

e it is necessary for the prevention of or in response to terrorism, and the
Attorney-General declares a specified area or place (such as a transport hub
or place of mass gatherings) as a ‘proscribed security zone’(s3UB)

An AFP officer can ask the person’s name (s3UC(1)) and search the person and their
belongings for items the officer reasonably suspects may be used in a terrorist act or is
connected with the preparation for a terrorist act or is evidence of a terrorist act



(s3UD(1)). If the officer locates such an item or evidence of another serious offence,
the officer can seize the item (s3UE).

Safeguards

In exercising the powers, the officer must not use more force than is necessary or
detain the person for longer than is necessary (s3UD(2)). The regime also provides
for dealing with items that are seized under the regime, to ensure the owner of an item
that has been seized has an opportunity to have it returned to them (s3UF).

Declarations of a ‘proscribed security zone’ will be required to be in writing and
appropriately publicised to ensure the public is made aware.

CCTV

CCTV played a significant role in the identification of the perpetrators of the recent

London bombings. Commonwealth agencies are currently developing legislation to

allow the use of video surveillance at all security screened airports, and on aircraft in

service out of, and into, those airports. The laws will provide a legal basis for the use

of video surveillance by hidden cameras provided there is appropriate signage in
_place.

In addition, a special Working Group has been formed to develop a National Code of
Practice for CCTV development for possible application to other at-risk places of
mass gathering. The Working Group will make an initial report to COAG in February
2006 with the draft Code.

_Sedition Laws
Inciting violence against the community

Inciting a person to commit any criminal offence is an offence in its own right under
section 11.4 of the Criminal Code Act 1995 (Criminal Code). A person is guilty of
the offence of ‘incitement’ under the Criminal Code if the person intended that the
offence incited be committed. However, proof of this offence would require proof of
a connection to a ‘terrorist act’.

+ The type of conduct that is concerning many in the community is that some people are
trying to incite the naive and impressionable to perform terrorist acts by statements in
circumstances where it is hard to prove intention to commit a terrorist act.

The Government has modernised the offence of sedition in sections 24A to 24F of the
Crimes Act which have been there for many years. The updated offences cover a
person who intentionally urges another person to use force or violence to overthrow,
interfere with or threaten the peace, order and good government of the

» Commonwealth, or assist an enemy at war with the Commonwealth (s80.2).

The new offence addresses problems with those who urge violence against other
groups within our community, including against Australia’s forces overseas and in
support of Australia’s enemies. There is a good faith defence where the
communication is merely about criticising government policy (s80.3).



Will the sedition offences apply to people who criticise the government?

An example of sedition under the new offence is where someone sympathetic with
terrorist causes puts up a notice on the internet calling on young people from a
particular race to start fighting with young people of different races until they leave
Australia (s80.2).

There is a good faith defence where the communication is merely about criticising
government policy or publishing reports or commentary on public interest matters.
The defences cover all the things that are currently covered by the Crimes Act, such
as pointing out mistakes in policies or urging lawful changes to the law. For example,
a notice on the internet calling for a more restrictive immigration policy in relation to
'young people from certain countries might enrage many young people from those
countries but would not amount to sedition if it was genuinely about immigration
policy. Therefore people who are merely criticising government policy or urging a
change to the law have a defence available to them.

Don’t we already have an incitement offence?

Incitement is about urging someone to do something. Inciting a person to commit any
criminal offence is a feature of Australia’s Criminal Code. Incitement to commit an
offence is an offence in its own right under section 11.4 of the Code. A person is
guilty of the offence of ‘incitement’ under the Criminal Code if the person intended
that the offence incited be committed. However, proof of this offence would require
proof of a connection to a ‘terrorist act’.

There are existing sedition offences in sections 24A to 24F of the Crimes Act which
have been there for many years. However compared to the new offences, these old
offences are unduly complicated and are not considered suited to being used to
counter the incitement of terrorism.

Strengthening existing offences
The Government has strengthened the following existing offences:
Providing false or misleading in_iformation under an ASIO questioning warrant

Previously, the false or misleading information offence in the Australian Security
_ Intelligence Organisation Act 1979 (ASIO Act) required the prosecution to prove that
the defendant made a statement that is ‘to the person’s knowledge false or misleading
in a material particular’. This formulation allowed a defendant to answer a question
falsely without penalty if the person claims he or she believed the answer was in
effect not ‘material’ to the inquiry. This required the prosecution to prove not only
that the answer given was misleading in a material particular, but that the subject of
the warrant knew the answer to be false and misleading in a material particular. The
strengthening of this offence overcomes this difficulty.

Terrorist organisations

To provide a wider scope for the listing of organisations, the Government amended
the definition of a terrorist organisation under the Criminal Code to include
advocating terrorist acts (s102.1(1)).



An organisation can now be listed as a terrorist organisation under the Criminal Code
if ‘the organisation is directly or indirectly engaged in, preparing, planning, assisting
in or fostering the doing of a terrorist act’ (s102.1(2)).

Advocating is defined in a way which captures statements in support of previous
activity as well as any prospective activity. .

Offences in relation to terrorist organisations have been improved. The Criminal
Code has been strengthened to more clearly criminalise the collection of funds for
terrorist organisations and collection or provision of funds for an individual terrorist.

Notice to produce

A new notice to produce regime to facilitate lawful AFP requests for information has
been introduced, which will assist with the investigation of terrorism and other serious
offences.

" Currently, the AFP can lawfully obtain a range of material from organisations. In fact,
the AFP regularly requests information from organisations for law enforcement
purposes. This includes the investigation of terrorism offences. Unfortunately,
sometimes organisations are unwilling to provide the requested information out of
fear of breaching customer confidentiality.

The Government was concerned that the process for obtaining a search warrant during
or in the immediate aftermath of a terrorist attack might unnecessarily slow the police

down in the very important initial stages of an investigation. To overcome this
impediment, the Government developed a notice to produce regime.

The issue of such a notice will serve as a very strong assurance to organisations that
the provision of the information is lawful. It also facilitates the speedy obtaining of
the material (ss3ZQN, 3ZQO).

Access to passenger information

Airlines flying into, or operating in, Australia are required to provide certain
information to law enforcement and security agencies, such as airline passenger
information (s3ZQM).

ASIO special warrant powers

.. ASIO’s special powers warrant regime has been refined to:

e clarify the definition of ‘electronic equipment’, and allow for entry onto
premises, in the computer access warrant provisions

e extend the validity of search warrants from 28 days to 3 months

o extend the validity of mail and delivery service warrants from 90 days to
6 months, and

e amend the search warrant provisions to provide that material may be removed
and retained for such time as is reasonable ‘for the purposes of security’.






